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Abstract: The South African common law has proven to be @wive in addressing cybercrime.
The Electronic Communications and Transactions Act,25 of 2002 (“ECT”) was introduced to
addressnter alia cybercrime in South Africa. Whilst the advent o€ tBCT is lauded, there is room
for improvement. To illustrate this, section 15 the ECT which facilitates the admission of
information in electronic format is laudable, bbetcriminal sanctions in the Act appear to be
inadequate. Recent case law also reveals thatotlmscare adopting a cautious approach towards
cybercrime cases. A call for a more clear and @angidicial guidance is required. The South
African banking sector is also vulnerable to cybeme. However, the establishment of
organisations such as SABRIC to combat cybercrimté banking industry is welcomed. Although
South Africa has adopted the Council of Europe’sn@mtion in Cybercrime, it has not ratified the
treaty. It is recommended that South Africa shaalify the treaty to avoid becoming an easy target
for international cybercrime. This paper will desith measures addressing cybercrime in South
Africa and the way forward.

1 Introduction

Most of the so-called traditional crimes such asrdat rape, theft, malicious injury to property and
housebreaking all originate from the South Africammon law namely, Roman-Dutch law. These tradition
crimes only deal with tangibles, whereas cybercromals with intangibles. Before the commencementhef
Electronic Communications and Transactions Act, 2&tof 2002 (hereinafter, the “ECT”), the commow land
statutory law applied to online forms of offencesls asinter alia, indecency (child pornography), fraud (cyber
fraud) andcrimen injuria(cyber-smearing).However, the common law was ineffective in addrgssrimes such
as theft, extortion, spamming and phishing. Theggtion thus arose that the common law cannottefédg deal
with cybercrimé® The courts have also held that in terms of thevailing law’ they could not admit into
evidence disputed documents, which contained ird¢ion that has been processed and generated byputer’
Thus, a need arose for the enactment of specifierdggislation to address cybercrime.

! Prior to the inception of the ECT, crimes such @sspssion and distribution of child pornographyld¢de prosecuted in
terms of ss 27(1) and 28 of the Films and PubbeatiAct 65 of 1996. It should be noted that we heawgxed or hybrid legal
system in South Africa comprising the following soes of law : (1) statutory law (the Constitutidd8lof 1996 is the
supreme law in the land);

(2) common law comprising Roman Dutch authoritiebérited from our Dutch colonisers) and judiciahauities;

(3) African customary law and;

(4) foreign and international law.

2 To illustrate this, the common-law crime of thisfhot suitable for combating IT crime in Southié&. So too, the common-
law crime of fraud. For further discussion abow itmability of the common law to address cybercrisee Burchell J
“Criminal Justice at the crossroads” (20&uth African Law Journd79 at 585.

3 S v Mashiy{2002) 2 SACR 387 at 393 C-D. This case considéredjiestion of admissibility of computer-generated
documents. The court held that documents whichadoimformation that has been processed and genkbgta computer are
not admissible as evidence in a criminal trial.sTtase was decided before the inception of the EGTurther discussion
about case law addressing cybercrime crime belferénception of the ECT, see Van der Merwedd@l Information and
Communications Technology L&0-74(Lexis Nexis 2008).
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2 The advent of the Electronic Communications and fansactions Act, Act 25 of 2002
(hereinafter, the “ECT") 4

The main aim of the ECT is “to provide for the faation and regulation of electronic communicasoand
transactions”. However, the focus of the ECT igptotect “data” (electronic communications) or datassages.
The ECT deals comprehensively with cybercrime ictiesas 85-89, Chapter X111. The following offenaes
punishable offences in the ECT: section 86(1) eratises unauthorised access or interference with dénereas
section 86(2) prohibits unlawful modification oftdasections 86(3) and 86(4) introduce new formsrohes
called hacking law and anti-cracking (anti-thwag)itaw (which prohibits the selling, designing aogucing of
anti-security circumventing technology); denialsafrvice attacks is addressed in terms of secti¢h) &hereas
spamming is addressed in terms of section 45;rihees of extortion, fraud and forgery are addressedrms of
section 87. Section 3 of the ECT provides that in instancesrehthe ECT has not made any specific provision
for criminal sanctions, then the common law willepail. However, other statutory remedies prevailthe
prosecution of other cybercrime, for example, thevBEntion of Organised Crime Second Amendment &cof3
1999 (“POCAA") addresses money laundering.

The traditional requirement for documentary evidens that it must be relevant and admissible, its
authenticity must be proven and the original doaunmeust be producedThis has now changed as a result of
section 15 of the ECT which provides that the radlesvidence cannot be used to deny the admigyilofidata
messages on the mere ground that it is not irriggnal form® The ECT thus creates a rebuttable presumption that
data messages and printouts are admissible inrsedd his facilitates the admission of information learonic
format which is commendable.

The Act has also created ‘cyber-inspectors’ whoaarthorised to enter premises and to obtain inféoma
that may impact on an investigation into cybercrithelowever, it is submitted that the provision inprest of
search and seizure (namely, section 82) may irdriagction 14 (right to privacy) and section 25 Hrigo
property) of the Constitution 108 of 1986The criminal sanctions in the ECT have also betitised for being
inadequaté? To illustrate this, section 89(1) prescribes a imaxn period of 1 year imprisonment for most crimes
prohibited by section 86, whilst the crimes protadiin sections 86(4) and (5) (denial of servidackis) and
section 87 (extortion, fraud and forgery) prescibine or imprisonment not exceeding 5 yedviore stringent
penalties are required to deter cyber criminals.

# It should be noted that this discussion deals wily certain provisions of the ECT.

5 The creation of new crimes such as hacking isidensd to be one of the greatest contributionshleyECT. It is submitted
that any measure that protects the integrity od atvelcomed, as this is fundamental to succestfatronic commerce. Also
see Mndzima and Snail “Cybercrime in South Afric&092 available ahttp://www.hg.org/articlddate of use 14 April 2009),
Van der Merwe DP “Computer crime-recent national amdrnational developments” (2003) 6§dskrif vir Hedendaagse
Romeins-Hollandse RGGHRHR)30 at 43-44 and Van der Merwe DP “Information tembgy crime — a new paradigm is
needed” (2007) 70HRHR309 at 313 for further discussion about these gions.

% 1t should be noted that POCAA targets organisemherimoney laundering and criminal gang activitiethimationally and
internationally.

" Seeinter alia, Seccombe v A@.919) TPD 270 at 278 v Mpumlo(1986) 3 SA 485 (E) at 489. However, the excejstitm
the general rule arise where the original docunemtestroyed, it cannot be located or its product®illegal. Secondary
evidence is admissible in these circumstancesirsaealia, Ex parte Ntuli(1970) 2 SA 278 (W).

8 Section 15 deals with the admissibility and eviienweight of data messages. Regarding the difiniof a data message,
see s 1 of the ECT. For further discussion abouttiveliea data message constitutes hearsay, see Hafri&kectronic
evidence in criminal cases” (200658uth African Journal of Criminal Justic257 at 264. Regarding documentary evidence,
see s 17 (production of evidence); s 14 (produatfaoriginal evidence) and s 15(b)(exceptions)ef ECT respectively.

® According to Hofmanibid at 262), the ordinary South African law on the &dibility of evidence will apply to data
messages except where the ECT changes itSSeotata(Case number 63/968/07) where electronic informatian is, data
in the form of images and sound from a cell phoas admitted into evidence at the conclusion ofah Wwithin a trial. Also
seeMotata v Nair NO and Anoth&009 1 SACR 263 (T); 2009 2 SA 575 (T); (7023/20080] ZAFSHC 53 (11 June 2008)
regarding the admissibility of playing the cellpleorecordings (audio recording evidence) duringcigrse of a trial-within-a
trial.

10 See s 82(1) of the ECT. The actions of the cybspedntors are regulated by sections 80-84. It shimeildoted that very few
cyber inspectors have been appointed since thetiooeof the ECT. Cyber inspectors don’t work wialpractice.

1 Section 14 provides that everyone has a rightit@gy which includes the right not to have theérgopn or home searched,
their property searched, their possession seizeleoprivacy of their communications infringed. @&t 25 provides that no
one may be deprived of property arbitrarily. Howevihese rights may be limited in terms of s 36tled Constitution
(limitation clause).

12 However, the Regulation of Interception of Commutidcaand Provision of Communications-Related InfoioratAct 70
of 2002 (“RICA") prescribes harsher measures. SecBanof RICA prescribes fines not exceeding R 2 000 600
imprisonment not exceeding 10 years. Regardingticifiersons, fines may increase to a maximum ofdR®000. For further
evaluation of the criminal provisions of the ECTe &an der Merwe 2t al (n 3 above¥5-78 (Lexis Nexis 2008).
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Jurisdictional issues are regulated by section 9th@ ECT.*® To illustrate this, section 90 of the ECT
provides that a court in the Republic (SA) trying @ffence in terms of this act committed elsewhevi#l, have
jurisdiction in the following instances:

a) where the offence was committed in the Republic;

b) where part of the offence was committed in the Répwr the result of the offence had an effect
in the Republic;

c) where the offence was committed by a South Africiéimen or a person with permanent residence
in the Republic or a person carrying on busineshérRepublic;

d) or the offence was committed on board any shipitrait registered in the Republic or on a
voyage or flight from the Republic at the time ttfa offence was committetf .

It is submitted that section 90(b) facilitates fm@secution of perpetrators of viruses and hackesed
abroad who may damage our local computer netwoska aesult of their unlawful cyber activities. A S
African court will thus be vested with jurisdictigrovided the above-mentioned offences “have aeceih the
Republic”. A South African court will also be vedtavith jurisdiction if a South African national conits a
cybercrime abroad based solely on the nationafith® perpetratol> However, the jurisdictional provisions have
not escaped criticism®

3 Recent case law

In Ndlovu v Minister of Correctional Services and Awst’ , the court had to considémter alia, whether a
computer print-out which was a copy, could not biendted into evidence unless properly proved. Tharc
found that as the print-out was generated by a etenpit was governed by the ECT. Thus, it examisietion 15
of the ECT, and found that s 15(1)(a) prohibitsekelusion from evidence of a data message on #re grounds
that it was generated by a computer and not byiaalgerson, and s 15(1)(b) on the mere grouralsittis not in
its original form. However, the court found thaé thrint out was admissible into evidence not imteof section
15 of the ECT, but in terms of the court’s statytdiscretion to admit hearsay evidence in term¢hefLaw of

13 Jurisdiction refers to the competence of a cauftdar a matter. Usually the courts will exercigisfliction regarding
offences committed on South African territory orfheeinter alia, S v Maseki981 4 SA 374 (T). The general rule regarding
jurisdiction was that when a crime was committetbioie the borders of South Africa, a South Africanirt will not have
jurisdiction to adjudicate on the case. Howevegréhare a number of exceptions namely, high treasamge of theft
committed in a foreign country and offences comeditbn board ships or on aircrafts. For furtherrimi@tion, see Bekker &
al “The criminal courts of the Republic” @riminal Procedure Handboo&7-38 (Juta 2007).
141t is submitted that s 90 is more comprehensige #rticle 22 of the Council of Europe’s ConventionGybercrime
(“COECC™"). Article 22 provides that a country has gdliction when an offence is committed in:
its territory;

on board a ship flying a flag of that party;

on board an aircraft registered in that country;

by one of its nationals if the offence is punislealshder criminal law where it was committed oh# bffence was

committed outside its territorial jurisdiction afyastate.
The application of s 90 is, however, limited tawes that can be committed under the ECT.
15 Section 90(c) is regarded as being ‘too broadipfiears that where no country has jurisdictioregépect of the offence, then
the nationality of the perpetrator should plaympartant role in deciding where he should be pratset This conforms with
article 22 of the COECC.
18 Section 90(d) is also said to be problematic, bseat differs from s 28(1)(d) of the Magistrat€surts Act 32 of 1944,
which requires the ‘whole cause of action’ to takace within a particular court or district (teorital borders), whilst s 90(d)
provides for jurisdiction in terms of nationalitgther than because the offence was committed witshierritorial borders. It is
also problematic if the cybercrime is committed do&y our borders but the offender is prosecutedinttSAfrica. Then the
question arises as to which regional court oridistourt has jurisdiction to hear the matter. B@T has also been criticised
for “missing the opportunity to address some ofjthisdictional problems, particularly the regudatiof jurisdictional
connecting factors in e-contracts”. In this regaek OS Sibanda “Choice of law, jurisdiction armbgaition and enforcement
of judgments in South Africa” iyber law, Security and Privad§ierkegaard SM (ed) 259-266 264 (International
Association of IT lawyers 2007). Section 90 is asiticised for failing to address sexual crimese¥an Zyl SP “Sexual
offences and the Internet: Are we ready for 203@008) 71THRHR222 at 235 in this regard.
17(20086) 4 All SA 165 (W). The plaintiff sued thefdiedants for damages as a result of an allegedgfubimprisonment and
wrongful deprivation of privileges as an awaitimiit detainee. The documents before the court cm@gprint-outs reflecting
the monitoring of the plaintiff from the date oEhielease on parole.
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Evidence Amendment Act 45 of 1988. This decisios baen criticised for not providing clarity on té#ect of
section 15 of the ECT on the authenticity rule tralhearsay rul®.

In S v Ndiki and Othet$8 the state sought to introduce certain documentaigieace consisting of
computer-generated print-outs, designated as @gHildi-D9, during the course of a criminal trial.eT¢ourt held
that if a computer print-out contained a stateneérwhich an individual had personal knowledge arfdciv was
stored in the computer’'s memory, then its use ildence would depend on the credibility of an idimbie
individual and would therefore constitute hearsag.the other hand, where the probative value ¢a@iment in a
print-out depended on the “credibility” of the conter, then section 3 of the Law of Evidence Amenairdect 45
of 1988 would not appl§? The court found that because certain individuald bigned exhibits D1 to D4, the
computer had been used as a tool to create theargldocumentation. Therefore, these documentstitatesl
hearsay. Exhibits D5 to D9 had been created withawhan intervention and such evidence constituead r
evidence. Therefore, the admissibility of this evide depended on the reliability and accuracy efctmputer
and its operating systems and processes. The aygove such accuracy and reliability lay with gtate’ The
court’s progressive approach in regarding parhefdomputer-based evidence as real evidence hadaeted?

The above discussion demonstrates that the SouticaAf courts are adopting a somewhat cautious
approach in cybercrime cases. Although Mdiki decision is encouraging, a clear and concise jadguidance
on the admissibility and evidential weight of etectic evidence is needed in future cases.

4. The South African banking sector

South African banks are also vulnerable to cybereff Cybercrime is said to be increasing rapidly in the
banking industry. Many banks and companies haveenastimated threats emanating from phishing, dzs, |
identity theft, information leakage and other cybetivities. Banks have expressed concern abounthmease in
phishing schemé%.1t is acknowledged that many of the phishing ofmesaare part of the Nigerian 419 sc&m.
The recent bank SMS scam case has also raisedsepiestions about the security of online bankitdowever,
the establishment of organisations such as thehSafitican Banking Risk Information Centre (“SABRICto
combat cybercrime in the banking industry is laud8ABRIC provides the banking industry with cririskr
information management services and facilitatesritbfink initiatives to reduce the risk of organibask-related
crime through effective public private partnerstipdhe Minister of Police has also recently indicated
willingness to work with banks and the IT industig SABRIC by way of private-public partnershipscdombat

18 For a critical analysis about the case, see CdlligEvidently no so simple: producing computer-omtsourt” (2005) 13(1)
Juta’s Business La®-9.

19.(2008) 2 SACR 252. The accused was charged withmbeauof counts of fraud and theft in connectiorhwite delivery of
medical supplies to the Department of Health andfat&in the Eastern Cape. The problem arose whesttie relied on the
evidence of computer printouts which constitutedessary evidence to prove the fraudulent actiohs.dccused objected to
the admissibility of such print-outs as the ECT hatlcome into operation at the time of the commissif the offence. The
court found that since the documents in questiorevagmissible in terms of the existing law, it wasecessary to make a
finding on the retrospective application of the ECT.

20t should be noted that s 3 gives the court arelism to admit hearsay evidence if it is in theefasts of justice.

211t was clear from the evidence that the compui&s used as a tool with respect to exhibits D1 toAMhough printed on a
computer, the exhibits were signed by a functiormargnvisaged by s 34(4) of the Civil Proceedingddnce Act 25 of 1965.
Therefore, this was ‘made’ by a functionary as saged by s 34(1). The court held that exhibits 35 not comply with
the requirements of s 34 as these exhibits werémaate’ by a functionary.

22 For further discussion about the case see VaiMeewe Det al (n 3 above) 121-12@.exis Nexis 2008), where Professor
van der Merwe lauds the court’s progressive approdan der Merwe’s comments are supported.

2 geeinter alia, and Herselman M and Warren M “Cybercrime infligcbusinesses in South Africa” (200fsues
Informing Science and Technology Educatimailable athttp://www.dealin.edu.au/dro/vieydate of use 10 June 2009). It is
advocated in the latter article that South Afribawd learn from and apply the Organisation for froic Co-operation and
Development (OECD) guidelines (2002) to safeguairasses against cybercrime.

24 The major banks such as Absa, Standard Bank and &8 confirmed breach of their clients’ accountspiyshing
schemes during 2007. See Anonymous 2087://www.iol.co.za/general/newlate of use 27 May 2007). Also see Van der
Merwe Det al (n 3 above) 66-67 (Lexis Nexis 2008) for furthesadission about the vulnerability of South Africamks.

% The so-called “419” swindle is named after théckrtin the Nigerian penal code which outlaws it.

% |t involved a Vodacom (South African cell phoneviee provider/ operator) employee who was workivith a syndicate to
intercept SMS notifications from banks to theirtomsers. It has been reported that about R 7-millas siphoned off from
customers’ accounts as result of this scam. The sapending. See Chelemu K “Banks open files fdicean SMS scam
case"The Time232009 6.

27 SABRIC was established in 2002 as a wholly ownedidigrg of the Banking Association. Its key staketesklare the four
major South African banks, namely, Standard Bankjlddek, Absa and First National Bank. For furtheoinfation, see
http://www.sabric.co.za/hom@ate of use 31 August 2009).
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crime? A close partnership between law enforcement agsnand the private sector is necessary to address
bank-related crime and to ensure that cybercrinmetisllowed to thrive in the country.

5. Concluding remarks

The global nature of computer technology presenthallenge to many countries to address cybercfime.
Domestic solutions are inadequate because cyberspas no geographic or political boundaries, andiyma
computer systems can be easily accessed from angvihehe world. It is also difficult to obtain @awrate
cybercrime statistics because an unknown numberiogfes go undetected and unreported. It is alstycts
develop and maintain security and other prevergatheasures. International financial organisatiores aso
common targets for computer fraud and embezzlesememes® Organised crime and terrorist groups are also
using sophisticated computer technology to bypas#gemment detection and carry out destructive adts
violence® It is thus a continuous uphill battle to develapnputer crime legislation that applies to both dstice
and international audiences.

Multi-national international organisations, suck the International Criminal Police Organisation
(Interpol), the Commonwealth of Nations, the GraiB (G8) and the Organisation for Economic Co-afien
and Development (OECD) , all play pivotal rolesaoidressing cybercrime and their work encompassegaaler
territorial environment. The Interpol has also pded technical guidance in cybercrime detectiomegtigation
and evidence collectiof. The enactment of the Council of Europe’s Conventia Cybercrime (“COECC”) is
also lauded because it attempts to establish densigin the cybercrime laws of many countries. ldegr, many
states still have to sign let alone ratify the Gamtion to serve as a deterréhfChe unanimous participation of all
nations is thus required to achieve meaningful gcoson.

South Africa has adopted the COECC, but has ndtedtt. The treaty contains important provisicios
assist law enforcement (police) in their fight anghitransborder cybercrime. Therefore, South Afrieads to
ratify the cybercrime treaty to avoid becoming asyetarget for international cybercrirffeThe South African
government seems to be presently focused on basiics delivery and more traditional crimes givla turrent
situation in the country where crime and povertg dfe. However, steps to establish the Computeuty
Incident Response Team (CSIRT) indicate that tine @i tackle cybercrime is gathering momenttingouth
Africa is also taking steps to address child porapgy on the Internet. To this end, the South Afligovernment
has launched a website to alert internet servevigieos of criminal activities relating to child pamgraphy or
images of sexual abuse hosted on their seffefdhe South African Law Reform Commission has also
recommended the introduction of legislation on pmetection of personal information (so-called “infwation

28 5ee “Sabric encouraged by police plans” availabletp://www.moneyweb.co.za/mw/vie(date of use 5 October 2009).

29 The difficulties in addressing cybercrime are tuethe lack of tools by police to tackle the prrht ‘old’ laws do not fit the
‘new’ crimes being committed; new laws have notuatfd to the reality on the ground; there are fescgdents to look for
guidance; there are debates over privacy issueshwiamper the ability of police officers to gatteridence needed to
prosecute new cases; the distrust between polate@mputer professionals require close co-operdi@ween the two parties
to effectively address the cybercrime problem arakerthe Internet a safe place. See Singh T “Cyimeecand Information
Technology” available dtttp://www.ind/ii.org/cyberlaw.aspfdate of use 6 May 2009) 1.

30 See Bazelon Dkt al (2006) 43American Criminal Law Revie@59 at 306.

%1 The case of Rami Yousef who orchestrated the 1988d/ATrade Center bombing by using encryption toestietails of his
scheme on his laptop computer, is a case in piot.

32 |Interpol is also co-operating with credit card g@amies to combat payment fraud by building a dam@fmm Interpol’s web
site. Interpol is also making efforts to estabbishetwork for collating information relating todatial activities on the Internet.
33 International co-operation is required to punigher crime offenders. However, international coragien is limited to the
particular participants and treaty signatories Wwhoe enacted domestic cybercrime legislation.

34 1t should be noted that South Africa does not needntroduce additional legislation to ensure ctamze with the
cybercrime treaty. We comply with the substantibégations in the treaty by way of the ECT and Hilens and Publications
Act 65 of 1996. However, we would have a problermplying with the procedural obligations in the tgedt would be
difficult to establish a 24/7 contact centre duéiiancial constraints.

35 A CSIRT strives to protect and secure the criticibrimation assets of a country. See “Computer Sgcgats its own
response team” available http://www.csir.co.za/enews/200@late of use 9 October 2009). Also see Anonymdad@92
http://www.ib/.com/internat.law-new@late of use 1 June 2009).

36 Seehttp://www.life.sitenews.com/ldn/2009/odtlate of use 7 October 2009). South Africa is #igofirst African country to
join a global body of internet hotlines fightingaagst child pornography. The Films and Publicati@esrd was granted full
membership of the International Association of iné& hotlines (INHOPE) on 13 May 2009. See
http://www.fpbprochild.org.zafdate of use 7 October 2009).
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protection legislation or information privacy lelgison”).>” The promulgation of such legislation will impaat o
the ECT (chapter 8) as far as information protectioconcerned.

6 The way forward

The advent of the ECT goes a long way towards agdrg cybercrime in South Africa. However, thereasm
for improvement® As stated earlier, South Africa needs to ratifg ®@OECC to avoid becoming vulnerable to
international cybercrime. A need also arises fog thtroduction of more specialised institutions rsuas
specialised cyber tribunals or courts to facilitite prosecution of cybercrime cases on a priduityis. Internet
users should also be encouraged to share the bafdsturing informational privacy where feasillBmmputer
ethics education should also be taught to childneschools to educate them about the negative qoesees of
committing cybercrime. Although technological adeament is welcomed, it has created numerous clggen
The possibility of new forms of cybercrime will erge with rapidly evolving technology; therefore neyber
laws should be introduced to respond to these ralpishges. Thus there should also be continuouandsand
training of IT security personnel, finance servdeetor personnel, police officers, prosecutorstaedudiciary to
keep them abreast of evolving computer technolégyhe end of the day, a balanced approach thagtiders the
protection of fundamental human rights and the rieedffective prosecution of cybercrime is the wasward.

%7 See SALRC Issue Paper (Project 1P4ivacy and Data Protectio26 August 2009. It should be noted that information
protection relates to the protection of a persaight to privacy. The right to privacy is protectedterms of s 14 of the
Constitution 108 of 1996. The Protection of Persdmf@rmation Bill is regarded as a mechanism forgh&tection of the right
to information protection and will be enacted sametduring 2009. South Africa needs to guarantemaate protection of
personal information of international travellerscantribute to a successful 2010 FIFA Soccer Wa@ngh; hence the need for
information protection legislation. Such legislatiwill also facilitate South Africa’s future parg@tion in the international
information markets.

% The ECT is criticised for not having severe crimipenalties. It is recommended that the criminakilictional limit and the
wording in the anti-spam provision (namely s 86&Hpuld be amended. See Van der Merwe (n 5 abd@inxhis regard.
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