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become a core pillar of the global economy. In response, the World 
Trade Organization (WTO) has significantly expanded its digital 
trade agenda, culminating in the 2024 stabilization of the E-
Commerce Agreement text. This article explores the WTO’s evolving 
role in shaping global norms for digital commerce, including critical 
provisions on electronic transmissions, data flows, e-authentication, 
cybersecurity, and capacity building. Drawing on historical 
milestones and the latest Joint Statement Initiative (JSI) 
negotiations, this research outlines the key regulatory shifts that 
promote seamless cross-border e-commerce and ensure inclusive 
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adoption, data sovereignty, and keeping pace with technological 
change. Through treaty reforms and multilateral cooperation, the 
WTO is positioning itself as a central actor in crafting fair, secure, 
and efficient digital trade governance. 
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INTRODUCTION 

Digital trade—encompassing the digitally enabled trade in goods and services as well as the cross-border transfer 

of data—has become essential to the global economy. The World Trade Organization (WTO) plays a pivotal role in shaping 

the framework and norms that govern digital trade, addressing both opportunities for economic growth and complex 

regulatory challenges. As technology and business models rapidly evolve, international coordination via the WTO has 

grown more urgent, prompting recent breakthroughs in digital trade agreements and reforms aimed at facilitating global e-

commerce. 

 

Defining Digital Trade 
Digital trade is broadly defined as trade that is digitally ordered or digitally delivered. It includes not only the sale 

of digital goods and services (like software, e-books, and music streaming) but also traditional goods and services bought 
on digital platforms, payment and authentication services, and the movement of data necessary for these transactions[1]. 

 

THE WTO AND DIGITAL TRADE: HISTORICAL CONTEXT 

Early Steps 
The WTO has engaged with digital technologies since the 1990s, notably through the TRIPS Agreement 

(regulating intellectual property in digital goods) and the Information Technology Agreement (ITA), which eliminated 
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tariffs on IT products. Since 1998, a notable feature has been the moratorium on customs duties on electronic 

transmissions, renewed biennially, which has helped prevent digital trade barriers for global businesses and consumers[2]. 

 

Plurilateral Initiatives 
Recognizing the inadequacy of legacy trade agreements in addressing today’s digital economy, in 2017 the WTO 

launched a Joint Statement Initiative (JSI) on Electronic Commerce. As of 2025, more than 90 members—including major 

economies—have negotiated text for a landmark multilateral agreement facilitating digital trade, sometimes referred to as 

the E-Commerce Agreement[3][4]. 

 

Key Components of WTO Digital Trade Policy 

1. Prohibition of Customs Duties on Electronic Transmissions 
The WTO’s most celebrated digital policy is its moratorium on customs duties for electronic transmissions (including data, 

software, music, and movies). The new draft e-commerce agreement proposes a permanent ban, aiming to eliminate 

ambiguity and encourage seamless cross-border digital commerce[5]. 

 Graphical Representation: Number of WTO members supporting the duties moratorium vs. those undecided 

(suggested as a pie chart). 

 Impact: This provision boosts SME participation in global trade and reduces consumer costs on digital goods, 

fostering innovation[2]. 

2. Paperless Trade and Digital Documentation 
The new WTO digital trade agreement commits members to adopting the UNCITRAL Model Law on Electronic 

Transferable Records (MLETR), ensuring digital documents like bills of lading and bills of exchange are legally 

recognized. Eliminating hard-copy requirements for customs will streamline processes and save costs for businesses 

worldwide[4]. 

[image:1] 

Caption: The transition from paper-based to fully digital customs and trade documentation systems, as facilitated by WTO 

rules. 

3. Data Flows and Localization 
The WTO’s digital trade negotiations seek to address and harmonize requirements around cross-border data flows. 
Barriers such as forced data localization—requiring data be stored domestically—can impede global services and 

innovation. The agreement encourages minimizing such restrictions, while balancing privacy, cybersecurity, and regulatory 

interests[2][1]. 

4. E-Signatures and E-Authentication 
A core part of the new rules involves recognizing electronic signatures and authentication methods across jurisdictions, a 

critical step for enabling legally binding digital contracts and payments[2][3]. 

5. Consumer Protection and Cybersecurity 
The WTO framework emphasizes: 

 Enhancing consumer trust through transparency requirements, clear terms and conditions, and mechanisms for 

complaint and redress. 

 Cooperation in cybersecurity to prevent online fraud and theft, addressing both national and cross-border risks, 
especially for SMEs and individuals. 

6. Source Code and Software Protection 
To foster innovation and trust, the draft agreement prohibits members from requiring the transfer of, or access to, 

proprietary software source code as a condition for market access, except in specific regulatory or judicial contexts[2]. 

7. Capacity Building and Inclusive Growth 
The agreement recognizes the digital divide. Provisions for technical support and regulatory capacity building aim to ensure 

that developing and least-developed countries can participate in digital trade and adapt to new requirements[3][4]. 

 

RECENT DEVELOPMENTS AND THE ROAD AHEAD 

2024–2025: The E-Commerce Agreement 
After eight years of negotiation, 91 WTO members agreed to the “stabilised” draft text of the E-Commerce 

Agreement in July 2024. The provisions require parties to pass digital trade legislation, such as the legal equivalence of e-
documents and the removal of redundant paperwork from customs authorities, with the goal of a harmonized and 

frictionless trade environment[4]. 

[image:2] 

Caption: Map depicting participation in the WTO’s Joint Statement Initiative on E-Commerce (darker: participating 

members). 

 Global Reach: The signatories account for more than 90% of global trade volume, making the agreement influential 

even as some major economies have yet to finalize participation. 

 Implementation: For the agreement to become universally binding, it must be incorporated into the WTO legal 

framework through full member consensus—a politically ambitious but transformative goal. 
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Graph: Timeline of WTO Digital Trade Policy Milestones 

Year Milestone 

1995 TRIPS Agreement in force 

1996 Information Technology Agreement (ITA) signed 

1998 Moratorium on customs duties for electronic transmissions initiated 

2017 Launch of Joint Statement Initiative on E-Commerce 

2024 Stabilised text for WTO E-Commerce Agreement 

2025 Continued negotiations for finalization and adoption 

 

Caption: Major turning points in WTO digital trade policy. 

 

Challenges and Outstanding Issues 

 Universal Consensus: Not all WTO members are signatories; some major economies have outstanding concerns 
regarding data sovereignty and digital industrial policy[4]. 

 Inclusion: Ensuring SMEs in developing countries benefit fully from digital trade remains a challenge. 

 Rapid Technological Change: Rules will need frequent updating to keep pace with evolving technologies and 

business models[1][3]. 

 

CONCLUSION 
WTO digital trade policy and regulations are in the midst of a transformative moment, with the pending global E-

Commerce Agreement promising to set new standards for seamless, secure, and inclusive international digital trade. While 

the framework is not yet fully universal, and new questions around data governance and technology neutrality arise, this 

direction signals a vital modernization of the global trading system—one that will continue to evolve as digital technology 

and commerce expand worldwide. 
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